NuadopManmoHHasa MaMATKA JIJ9 00VYAIOIITUXCSH
IJIA pasMenneHnus Ha obunmajabHbIX UHTEepHeT-
pecypcax

C KaXXJIbIM TOJIOM MOJIOJIC’KH B MHTEPHETE CTAHOBUTKCS OOJIbIIIE, a IIKOJIHHUKA OJHHU U3
CaMbIX aKTUBHBIX MOJb30BaTeie Pynera. Mexay TeM, HOMUMO OIPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPOoOIeMbl. JTa maMsATKa JOJKHA TTOMOYb TeOe
0e30macHO HAXOAUTHCS B CETH.

KomneroTepHbie BUpYCHI

KomnbroTepHbIii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOrPaMM,
OTJIMYUTEITLHON 0COOCHHOCTHIO KOTOPOU SIBIISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHUI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOT'YT IIOBPEAUTH WIIW MOJHOCTHIO YHUUTOKHUTH BCE
(haiinel ¥ TaHHBIE, TTOAKOHTPOIBHBIE TIOJIH30BATENI0, OT HMEHH KOTOPOTO ObLTa 3amyIieHa
3apaXEHHas MporpaMma, a Takke MOBPEIUTh WK JaKE YHUUYTOXXUTh ONEPAIMOHHYIO
cucTeMy co Bcemu (haiiiaMu B 11e510M. B OOJNBIIMHCTBE CllydaeB pacpOCTPaAHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeTobl 3aIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Ucnionp3yi COBpEMEHHBIE ONIEPAMOHHBIE CUCTEMBI, UMEIOLIME CEPBE3HBIN YPOBEHD
3AIIUTHI OT BPEIOHOCHBIX ITPOTrPaMM;

2. [locTostHHO ycTaHaBnMBai nadyTH (HUQPOBBIE 3aMIATKH, KOTOPbIE aBTOMAaTHYECKH
YCTaHABJIMBAIOTCA C IEIBI0 JOPaOTKU MPOrpamMMbl) U Jpyrue OOHOBICHUS CBOEH
orepanMoHHoi cuctembl. CkaunBai UX TOJIBKO C OPUIMATBLHOTO caiiTa pa3paboTuynka
OC. Ecnu cymiecTByeT pexuM aBTOMAaTHYECKOTO OOHOBIICHHUSI, BKITFOUH €T0;

3. PaGortaii Ha cBOeM KOMIMBIOTEPE MO/ MPaBaMH MOJIb30BATENS, a HE aAMUHHUCTPATOpA.
3T0 HE MO3BOIUT OONBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAJUIUPOBATHCS HA TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTUBHUPYCHBIE IPOTPAMMHbIE ITPOAYKTHI U3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpaanyb GU3UUECKHN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIHII;

6. Mcionp3yii BHEIIHUE HOCUTENN HH(POPMAIINY, TaKhe Kak (uienika, TMCK win Gpaii u3
UHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HICTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (halIbl, TOTyUYCHHBIC U3 HEHAAEKHBIX HCTOYHHKOB.
Jlaxxe Te (aiiiabl, KOTOpBIE MPHUCIIal TBOW 3HAKOMBIN. JIydille yTOYHH Y HEro, OTIpaBIIsiI
JIM OH TeOE uX.

Cetn WI-FI

Wi-Fi - 370 He BU/ Iepeiadyn JaHHBIX, HE TEXHOJIOTHS, @ BCETo JIMIIb OpeHa, Mapka. Eie
B 1991 rony Hunepnanackas kommnanus 3apeructpuponaia openst « WECAy, uto
obo3nauano cnoBocouyetanue « Wireless Fidelity», koTopslil mepeBoauTCs Kak
«OecTpoBOHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH Joliia ipyrasi abOpeBuaTypa, KoTopasi sSBJIsSETCs TaKOH ke
TexHosorueil. 9to abopeBuatypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha



CTaHJAPT BBICIIHIA 3ByKOBOH TexHUKHU Hi-Fi, uTo B mepeBo/ie 03HaYaeT «BBICOKAs
TOYHOCTB.

Jla, OecIIaTHBIM HHTEPHET-TOCTYT B Kade, OTEIAX U adPOIOPTAX SIBISCTCS OTIUIHOM
BO3MOXHOCTBIO BBIX0JIa B MUHTEpHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, YTO
obmenoctymnubie Wi-Fi cetu He sABISIIOTCS 0€30MMaCHBIMHU.

CoBeTbl 110 0€30MaCHOCTH paboTe B 00MIeA0CTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBorO THUHYI0 HHGOPMAIUIO Yyepes ootmenoctynabie Wi-Fi ceTn.
Paboras B HUX, *KeJlaTeIbHO HE BBOAUTDH NApOJIU AOCTYIIA, TOTUHBI U KaKUe-TO HOMEpa;
2. Ucnonp3yit 1 OOHOBISIH aHTUBUPYCHBIE TPOrpaMMBbl U OpanaMayep. Tem camMbIM ThI
oOe3omacuiIb cedst OT 3aKaYKH BUpPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkiuto «O0mui goctyn K daitiam u
npuHTepamy. JlanHas QyHKIUS 3aKpbITa 10 YMOJTYaHUIO, OJTHAKO HEKOTOPHIE
MOJIb30BATEIHN AKTUBUPYIOT €€ sl yI00CTBa MCIIOIb30BaHUs B paboTe min y4yele;

4. He ucnions3yii myonuunasii WI-FI a1 nepenayuum TMUHBIX TaHHBIX, HAIPUMED IS
BBIX0/1a B COI[MAJIbHBIE CETH UJIU B DJIEKTPOHHYIO TIOYTY;

5. Unonw3y#i Tonpko 3anuiieHHoe coenqunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-asipeca BBOIU UMEHHO «https://»;

6. B mobunbHOM Tesedone oTkaoun GyHkimio «[loakmoucuue k Wi-Fi
aBTomMaTuueckn». He nomyckaili aBTOMaTH4ecKOTo NOJKIIOUEHUSI YCTPOICTBA K CETSIM
Wi-Fi 6e3 TBoero coriacusi.

ConuaipHbIE CETH

ConupanbpHbIe CETH aKTUBHO BXOJIAT B HAIlY )KU3Hb, MHOTHE JIFOIU PA0OTAIOT U )KUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3aperucrpupoBaH MULIuap.1 4eJI0BEK, YTO SBISETCS
OJIHOM cebMOM BCEX JKUTeEJIeH miIaHeTbl. MHOTHE MOJIb30BaTeNIM HE IIOHUMAIOT, YTO
uHbOpMaIYs, pa3MeIIeHHAs MU B COIMATBHBIX CETIX, MOXKET OBITh HaliJicHa U
WCIIOJIb30BaHA K€M YTOJIHO, B TOM YHKCJIe HE 00s3aTebHO C OJJaruMU HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITUATBHBIX CETSX:

1. Orpannyb ciMcok apy3eil. Y Te0st B Ipy3bsiX HE JOJKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amminai CBOIO YacTHYIO Xu3Hb. He yka3wiBail maposm, TenedoHsl, aapeca, 1aTy
TBOETO POXKIACHUS U APYTYIO TUYHYIO HHOOPMAIIHIO. 370YMBINIIICHHUKA MOTYT
UCTOJIB30BaTh Aake NUH(OOPMAIMIO O TOM, KaK Thl U TBOM POAUTEIH TUIAHUPYETE
POBECTH KaHUKYIIBI,

3. 3amumiail cCBOIO penyTaluio - IEp>KU €€ B UUCTOTE U 3a/1aBail ceOe BOMpoc: XOTe Obl
ThI, YTOOBI APYTrUe MOJI30BATEIU BUJIETH, UTO ThI 3arpyxaeiib? [logymaii, mpexae yem
YTO-TO OMYOJIMKOBAaTh, HAIMCATh U 3aTrPY3UTh;

4. Ecnul ThI TOBOPUIIIH C JIIOIBMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE peallbHOE UM
U IPYTYIO JIMYHYIO UH()OPMAIIUH: UM, MECTO JKUTEIBCTBA, MECTO YUeObl U TIpOUee;

5. N36eraii pasmemenus ¢otorpaduii B iutepHeTe, rae Thl H1300pakeH Ha MECTHOCTH,
10 KOTOPOI MOXHO OTPEIeTUTh TBOE MECTOIOJIOKEHNUE;

6. [Ipu peructparuu B COMAIBLHOMN ceTU HEOOXOIMMO UCTIOIB30BaTh CIOXKHBIE MAPOJIH,
cocTosiue u3 OykB U U(dp U C KOTUIECTBOM 3HAKOB HE MEHEE §;

7. dns conuanbHON CETH, MOYTHI U IPYTUX CAUTOB HEOOXOJUMO UCTIOJIH30BATh Pa3HbIE
naponu. Toraa ecinu TeOs B3JOMAIOT, TO 310 YMBIIUIEHHUKH MOJIy4YaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpa3sy.



DJIEKTPOHHBIE ICHBI U

DNEKTPOHHBIE IEHBI'M — 3TO OYEHb YA0OHBIN CIOCO0 MIaTexel, 0JHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE€ XOTAT MOJIYYUTh 3TH JICHBIH.

DJIEKTPOHHBIE JEHBI'U MOSABUIMCH COBCEM HEJABHO U IMEHHO HM3-3a 3TOI'0 BO MHOTHX
rocyJlapcTBax J0 CHX MOp HE MPOIMHUCAHO PO HUX B 3AKOHAX.

B Poccuu sxe oHU QYHKITMOHUPYIOT ¥ O HUX YK€ MPOMHCAHO B 3aKOHE, IJI€ UX
pa3AeISIIOT HAa HECKOJIBKO BUJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO
QHOHUMHBIE - 9TO T€, B KOTOPHIX pa3peliaeTcsi MpOBOAUTh omepaliuu 6e3
UIEHTU(PHUKALIUY TT0TH30BATENIsl, 4 B HCAHOHUMHBIX UJIEHTU(PUKAIIMK TOJIb30BaTEs
SIBJISIETCSI 00513aTEITLHOM.

Taxoke crnemayeT pa3inyaTh AEKTPOHHBIC (PHATHBIC IEHBI'H (PAaBHBI TOCYIaPCTBEHHBIM
BaJIIOTaM) | JICKTPOHHBIC HeHUaTHBIE ACHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM ).

OCHOBHBIE COBETHI MO O€30MAaCHOM PabOTEe C ANEKTPOHHBIMU JI€HBIAMU:

1. [TpuBsHku K cYeTYy MOOMIIBHBIN TeneoH. ITO camMblil YIOOHBIN U OBICTPBIN CITOCOO
BOCCTAaHOBUTH AOCTYI K cueTy. [IpuBsi3aHHbIi TeaedoH MOMOKET, €cliu 3a0yAeib CBOM
IJIATEKHBINA MMAPOJIb WITH 3al/ICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;

2. Vcnonb3yit oqHopazoBeie napoiu. [locne nepexona Ha yCUIEHHYIO aBTOpU3AIUIO TeOe
y’Ke He OyJeT yrpokaTh OaCHOCTh KpaXKH WIIM MIEpexBaTa IIaTesKHOTO MapoJs;

3. Boibepu cioxHbiii napodb. [IpecTynmHiukaM OyaeT He MPOCTO yraaaTh CIOKHbBIN
napoib. HagexxHble mapoim — 3TO Napoiu, KOTOPhIE COAEPKAT HE MEHEee 8 3HAKOB U
BKJIIOYAIOT B c€051 CTPOYHbBIE U MPONUCHBIE OYKBBI, HIUPPHI K HECKOJIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, QyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOJIM CBOM JTUYHBIE JAHHBIE HA CaiiTax, KOTOPHIM HE JOBEPSEIIb.

DJIEKTPOHHAs 1MOYTa

DNEeKTPOHHAs MOYTa — 3TO TEXHOJIOTHUS U MPEIOCTABIISIEMbIE €0 YCIIYTH 10 EPECHUIKE U
HOJYYEHHUIO IEKTPOHHBIX COOOIIEHHH, KOTOPBIE paCIPEeAIOTC B KOMIBIOTEPHOU
ceTu. OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SITUK BBITIISIUT CIETYIOIINUM 00pa3oM:
UMS_TIOJB30BaTeNsI(@uMs_AoMeHa. Taxke KpoMe nepeiadu NpocToro TeKCTa, UMeeTcs
BO3MOXXHOCTb Tepe/1aBaTh (hailbl.

OCHOBHBIE COBETHI TI0 0€30MAaCHOM PadoTe ¢ IIMEKTPOHHOM MOUTOM:

1. Hayio BeIOpaTh NMpaBUIIbHBIN MTOYTOBBIM CEpBHUC. B HHTEpPHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX TTOYTOBBIX CEPBHUCOB, OJTHAKO JIYUIIIEe JOBEPSITH TEM, KOTO 3HACIIb U KTO
IIEPBBIN B PEUTHHIE;

2. He yxa3piBaii B TMUHOM noyTe TM4yHYt0 HHpopManuio. Hanpumep, aydiie BEIOpaTh
«MY3BIKQTBHBIN _(aHaT@» unu «pok2013» BMecTo «Temal3»;

3. Ucnonp3yii ABYXATallHYIO aBTOPU3ALMIO. JTO KOrAa IOMUMO MAapOoJisl Hy’)KHO BBOJIUTH
KOJ, IpUChLIaeMblid 1o SMS;

4. Beibepu CIOKHBIN Mapoiib. 151 Ka)K0ro MOYTOBOIO SITUKA JOJKEH OBITH CBOM
HAJIC)KHBIW, YCTOMYUBBIN K B3JIOMY MApPOJIb;

5. Ecii ecTh BO3MOKHOCTD HAIIMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, UCIIOJIB3YH ATY
BO3MOYXHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIITUKOB. I1epBbIil 111 4aCTHOM MEPENNUCKU C
aZpecatamu, KOTOPBIM Thl JIOBEPsEIb. DTO IEKTPOHHBIN aipec He HaJI0 UCII0JIb30BaTh
IpU peTUCTpaIy Ha popyMax u caiTax;

7. He oTkpbiBaii (aityibl 1 Apyrue BIOKEHHS B MUChbMaxX Ja)Xe €CIU OHU MPUIILITH OT
TBOUX JApy3ei. Jlydie yTouHu y HUX, OTIPABJISIIN JIM OHU TeOe ATH (abl;



8. ITocne okoHyaHust pabOTHI HA TIOYTOBOM CEPBUCE MIEPE]] 3aKPHITUEM BKIIAJIKU C CATOM
He 3a0y/1b HAKATh Ha «BBIATHY.

KubepOynnuHr unm BUPTYyaabHOE U3/1€BATEIHCTBO

KubepOynnunr — mpecieaoBaHue COOOIIEHUAMU, COJAEPKAIUMHI OCKOPOIEHUS,
arpeccuio, 3aryruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TTIOMOIIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 OOphOE ¢ KMOESPOYIITHHTOM:

1. He Gpocaiics B 60ii. JIydmnii crmoco6: MOCOBETOBATLCS Kak ceOsl BECTH U, €CJIH HET
TOT0, K KOMY MOYKHO 0OpaTHUThCS, TO BHaYalIe YCIIOKOUThCA. Eciiu Tl HauHeIb 0TBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO elle 00JIbIle Pa3okiKellb KOHPIHUKT;

2. Ynpasnsii cBoeii kubeppenyTraiuei;

3. AHOHUMHOCTB B ceTd MHMMasA. CyIecTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32
AHOHHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTraHCKUI 00pa3 BUPTyaabHOU KU3HU. IHTEepHET UKCcUpyeT Bce
TBOM JICMCTBUS U COXpaHSET UX. Y AaIuTh UX OyneT KpaiHe 3aTpyAHUTEIbHO;

5. CoOmtoialt CBOM BUPTYaIbHYIO YECTh CMOJIOJTY;

6. UrHopupy#t eauH14YHBIN HeraTuB. OTHOpa30Bble OCKOPOUTENbHBIE COOOIIEHHMS JTy4Ie
UrHopupoBaTb. OOBIYHO arpeccus MpekpaniaeTcs Ha Ha4yaJIbHOM CTaauy;

7. ban arpeccopa. B nporpamMmax o6MeHa MTHOBEHHBIMHU COOOIIEHUS MU, B COLIUANIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHPOBKHU OTIIPABKH COOOIIEHUH € ONPEEIEHHBIX apECOB;
8. Ecnu ThI cBUAETEND KNOEPOyYsUIMHTra. TBOM JEHCTBUS: BBICTYIIUTh TPOTHUB
IpecieoBaTeNsl, oKa3aTh €My, YTO €ro JIeHCTBUS OLIEHUBAIOTCSI HETaTUBHO,
HOJ/IePKaTh KEPTBY, KOTOPOIl HYKHA IICUXOJIOTHYECKas IIOMOIIb, COOOIIUTE B3POCIBIM
0 (akTe arpecCUBHOIO MOBEJICHUSI B CETH.

Moo6unbHbIN TenedoH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COAEPKAT B ceO€ BIIOJIHE B3POCIBIN
(GYHKIMOHAJ, ¥ TeNepb OHU MOTYT KOHKYPHUPOBATh CO CTALIMOHAPHBIMH KOMIIBIOTEPAMHU.
OpHako, Cpe/ICTB 3alUThI 17151 TOJOOHBIX YCTPOMCTB NOKa o4eHb Maiio. TecTupoBaHue u
MIOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak Juis [1K, To e camoe
KacaeTcsi U MOOMJIBHBIX MPUIIOKEHUH.

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl yKe MPAKTHIECKU JOTHAJIN HACTOJIBHBIE aHAJIOTH,
OJTHAKO pacuIupeHue GyHKIHOHAA BIE€YET 32 CO00# OOIBIIYIO CII0)KHOCTh M MEHBIIIYIO
3alUIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTEINN BBIITYCKAOT OOHOBICHHMS, 3aKPhIBAIOIIME KPUTUUECKUE
YSI3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TennedoHa:

1. Huuero He sBasieTcs mo-HacTosiemMy OecriaTHbIM. Byib ocToposkeH, BeJib Korja Tede
MpeaiaraioT OeCIIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TIATHHIE
yCIIyru;

2. JQymaii, mpexie ueM oTnpaButh SMS, poTto wnu Buaeo. Thl TOUHO 3HACIIB, € OHU
OyayT B KOHEYHOM utore?

3. Heo6xoauMo 0OHOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO cMapT¢oHa;

4. Ucnionb3yil aHTUBHPYCHBIE TTPOTPAMMBI JIJI1 MOOUIIBHBIX TEJIe(OHOB;

5. He 3arpyxaii npujIo>)XKeHHUs1 OT HEU3BECTHOI'O UCTOYHUKA, BEb OHU MOTYT COAEPKATh
BPEJOHOCHOE MTPOrpaMMHOE 00eCTICUeHHUE;



6. [Toce Toro kak Thl BBIHCIIH C CaiiTa, i€ BBOAWI JIMYHYIO HHGOPMAIINIO, 3ai/11 B
HACTPOMKH Opay3epa U yaaiu cookies;

7. lleproanuecku MPOBEPsI KaKue TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. JlaBaii cBOif HOMEp MOOHMIIBHOTO TeleOHA TOIBKO JIFOJSM, KOTOPBIX ThI 3HACIIH U
KOMY JTOBEPSICIIIb;

9. Bluetooth gomxeH ObITH BBIKITFOUYECH, KOT/Ia THI UM HE TOJIb3yelnbes. He 3a0biBait
WHOT/Ia TIPOBEPSTH ITO.

Online urpst

CoBpeMeHHBIC OHJIAWH-UTPHI — 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BIICUCHMSI,
00BEAMHSIONINE COTHH THICSY YEJIOBEK 10 BceMy MUpY. ITpoku UCCIIeIyr0T JaHHBIN UM
MU, OOIIAIOTCS IPYT C IPYTOM, BHITIOJHSIOT 33/IaHUsI, CPAKAIOTCS C MOHCTPAMH H
MOJTYYarOT OMBIT. 32 YAOBOJIBCTBUE OHHU TUIATSAT: TIOKYMAIOT TUCK, OTUTAYNBAIOT
a0OHEMEHT WU PUOOPETAIOT KaKHE-TO OTIIIHH.

Bce atu cpenctBa uayT Ha mojyiepKaHue U Pa3BUTHE UTPHI, a TAKXKE HA caMy
0€30IMaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AITNH, BHITYCKAKOTCS HOBBIC MATYH
(urdpoBbIe 3aIUIaTKH ISl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OMAcaThCs HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaXKu
TBOETO NapoJisi, HA KOTOPOM OCHOBaHa CUCTEMAa aBTOPHU3aLUU OOJIBIIMHCTBA UT.
OCHOBHBIE COBETHI MO OE30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok BefeT ceds MI0X0 Uin Co3/1aeT Tebe HEPUATHOCTH, 3a0J0KUpYit
€ro B CITUCKE UTPOKOB;

2. [Moxainyiicss aAIMUHUCTPATOPaM UIPHI HA TUI0X0E MOBEACHUE 3TOTO UTPOKa,
KEJaTeIHLHO MPIIOKUTH KaKUEe-TO JI0KA3aTeIbCTBA B BUJIC CKPUHOB,;

3. He yka3biBaii 1nuHyt0 HHGOpPMaLIMIO B TpoQaiiie urpbl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoQHIMaIbHbIE TATYX U MO/IBI;

6. Mcnonp3yii c0KHBIE U Pa3HbIC MTAPOJIH;

7. Jlaxke BO BpeMsl UTPhI HE CTOUT OTKJIFOYATh aHTUBHPYC. [Toka ThI UTpaeib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

QOUIIMHT WY Kpaska TUIHBIX TAHHBIX

OOBIYHOM KpaXkel JICHEeT W IOKYMEHTOB CET'0JIHS YK€ HUKOTO He yAUBUfIIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJOTUH 3710YMBIIIJICHHUKN NTEPEMECTHIIUCH B UHTEPHET, U
MIPOJIOIKAIOT 3aHUMATHCS «JTFOOUMBIM) JIETIOM.

Tax nmosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIICHHUYECTBA WX (DUITUHT, TIaBHAS TIeITh
KOTOPOT'O COCTOMT B MOJIYYeHUH KOH(UICHIINATBHBIX JAHHBIX MOJIb30BaTEIeH —
JIOTUHOB U mapojieit. Ha anrnuiickoM s3eike phishing untaercs kak ¢pumusr (ot fishing
— pbIOHAs JIOBIIA, password — maposb).

OcHoBHbIE COBETHI 110 00pbOE C HUIIHHTOM:

1. Cnenu 3a cBoum akkayHToM. Eciu ThI mO103peBaciiib, YTO TBOSI aHKETA Oblia
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca
00 3TOM KaK MOXHO CKOpEE€;

2. Ucnonb3yit 6e3omacHbie BEO-CalThI, B TOM YUCIIE, MHTEPHET-Mara3uHOB U TOMCKOBBIX
CHUCTEM;

3. Ucnonw3yii cnokHbIe U pa3Hble apoiu. Takum oOpazoM, eciu TeOs B3JIOMAlOT, TO
3TIOYMBINIJICHHUKHY MOJIYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;



4. Ecniu Te0s B31OMaiu, TO HEOOXOAUMO NPEAYIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOpBIE
700aBIlIeHb! y T€0s B IPY3bsIX, O TOM, UTO T€OsI B3JIOMAJIU U, BO3MOKHO, OT TBOEI'0 UMEHU
OyzeT pacchlIaThes CllaM U CChUIKM Ha (DPUILIMHTOBBIE CANTHI;

5. YcranoBu HagexHbid naposs (PIN) Ha MOOMIBHBIN TeneoH;

6. OTKIII0YM cOXpaHEHHUe Mmapoisi B Opaysepe;

7. He otkpbiBaii (haiiibl U Apyrue BIOKEHUS B MUChMAaX Ja)Ke €CJIM OHU TMPUIILUTH OT
TBOUX Jpy3ei. Jlydile yTouyHu y HUX, OTIPABIISLIN JIU OHU TeOe ATH (ailibl.

Hudposas penyramus

[udposas penyramus - 3T0 HeraTUBHAS WIM MO3UTHUBHAsS UH(POpPMALUs B CETH O Tebe.
Komnpomerupyromiast napopmanus pasmenieHHasi B HHTEPHETE MOXKET CEphe3HBIM
00pa3oM OTpa3uThCs Ha TBOEH peanbHOM ku3HU. «{udpoas pemyramus» - 370 TBOI
UMUK, KOTOPBIA hopmupyetcs u3 uHdopmanuu o Tede B UHTEPHETE.

TBOe MecTO KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOIOXKEHUE, OCOOEHHOCTH XapaKTepa
M paccKa3bl 0 OJM3KHUX — BCE 3TO HAKAIUTUBACTCS B CETH.

MHorue moIpoCTKHU JISTKOMBICIEHHO OTHOCSITCS K MyONUKAIlUU JTNYHON HH(pOpMAauy B
WHTepHeTe, HE NOHMMast BO3MOXKHBIX NOCIEACTBUM. ThI 1a)ke HE CMOKEIb 0ralaThCs O
TOM, 4TO oTorpadus, pasMenieHHas 5 JeT Ha3all, cTaja MPUYMHON OTKa3a MPUHATH T€0s
Ha paboTy.

KomMmeHnTapuu, pazmenienre TBoUx gpororpaduii U Apyrue JeHCTBUS MOTYT HE
MCUE3HYTh JaKe MOCJIE TOT0, KaK Thl UX yJAJIHUIIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty
MH()OPMAIINIO, TIOTIANIA JTU OHA B IIOMCKOBBIE CUCTEMBI U COXPAaHMIACh JIM OHA, a IJIaBHOE:!
YTO MOAYMAIOT O TeOe OKpY»Kalollee 01, KOTOpble HAlIyT U YBUIAT 3T0. Hailtu
MH(OPMALIMIO MHOTO JIET CILYCTSI CMOKET JIF0O0N — KaK U3 T0OphIX NOOYKIEHUMN, TaK U C
HaMEpeHHEM MPUYUHUTH BpeJl. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE IMHUPPOBOM PEITYyTAIIHHN:

1. [Tomymaii, mpesx e yeM 4To-To MyOIUKOBaTh U MepeiaBaTh y cels B OJiore Uiu B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npoduiis yCTaHOBU OTpaHUYEHUS Ha POCMOTP TBOETO MPOQHIIS U €To
COJICPKMMOTO, CIIENIall €T0 TOJIBKO «UISI IPY3ei»;

3. He pa3memniaii 1 He yka3biBail HHHOPMAIUIO, KOTOPas MOKET KOT0-TH00 OCKOPOIATH
WJIU OOMXKAaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE KOJIbHUKH— AKTUBHBIE MI0JIb30BaTENN LIU(PPOBOro MPOCTPAHCTBA.
OpHako ajeKo He BCe 3HAIOT, YTO MOJIb30BAHNE MHOTMMH BO3MOKHOCTSIMHU LIU(POBOTO
Mupa TpedyeT coONI0ACHHS NPaB HA UHTEIUIEKTYaIbHYIO0 COOCTBEHHOCTD.

TepMmuH «MHTEIEKTYyaIbHAs! COOCTBEHHOCTH» OTHOCHTCS K PA3IMIHBIM TBOPEHHUAM
YeJI0BEYECKOr0 yMa, HauMHas C HOBBIX U300pETEHUH U 3HaKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH , M 3aKaHUMBasi KHUT'aMH, (poTorpadusimuy,
KAHO(QIIIBMaMH ¥ MY3bIKJTbHBIMHA TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — 3TO NpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATyphl U HICKYyCcCTBA. ABTOPCKHE ITpaBa BHICTYIAIOT B KAU€CTBE rapaHTUU
TOT0, YTO MHTEJICKTYyaIbHBIN/TBOPUECKHUNA TPy aBTOpa HEe OyIeT HaIllpacHbIM, JacT eMy
CTpaBeNTUBBIE BOBMOXKHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOETO TPY/a, MOTYIUTh
M3BECTHOCTH W Mpu3HaHue. HukTo 6e3 paspemieHus aBTopa He MOXKET BOCIIPOU3BOIUTH
€ro MPOU3BEJICHUE, PACTIPOCTPAHATD, TyOINYHO JEMOHCTPUPOBATH, IPOJABaTh,
UMIIOPTHPOBATH, ITYCKATh B POKAT, MMyOJIMYHO MCIIOIHATH, IOKA3bIBATH/UCTIONHSTH B
adupe unu pameiars B UHTepHere.



Hcnonb30BaHKe «IUPATCKOr0» TPOrPaMMHOI0 00eCTIedeHUsI MOKET MPUBECTU K MHOTUM
pHUCKaM: OT MOTEPU JTAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKU TBOETO YCTPOMCTBA, T/Ie
yCTaHOBJICHHBIN He JieranbHas mporpaMMa. He cTout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JieraJibHbIE U OECIUIaTHBIE MPOTPAMMBbI, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CeTreBHUOK.p( — TBOI IIIaBHBIM COBETYHK B CETH. 37€CHh Thl MOXKEIIb y3HATH O
0€301MacCHOCTH B CETH MOHSATHBIM U JJOCTYITHBIM SI3IKOM, a TIPH BO3HUKHOBEHUHU
KPUTUYECKOU CUTYallud OOPATUTHCS 32 COBETOM. A TaKkKe MPUHATH y4acTHE B KOHKypcax
Y CTaTh CaMbIM U (PPOBBIM I'PaKIaHHHOM !



